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E-commerce Forum

1 – Introduction

 E-Commerce Forum takes place in the building of the Federal Prosecution Service in São 
Paulo, on March 4th, 2010 at 2:00 pm.

The  participants  of  this  meeting  are  Mr.  Luca  CASTELLANI,  legal  officer  of  the 
UNCITRAL Secretariat1,  Ms. Graziela ALVAREZ, Certisign lawyer, Ms. Kelli ANGELIN, legal 
assistant of CGI.br,  Ms. Carolina COSTA, representative of Walmart,  Ms. Polyanna Carlos DA 
SILVA, representative of PROTESTE, Mr. Guilherme Pedro GARCIA XAVIER, business manager 
of CORREIOS, Mr. Pedro GUASTI, president of E-bit – Information on e-commerce, Mr. Marcel 
LEONARDI, lawyer and FGV-SP professor, Ms. Cilene MEDEIROS and Ms. Zailde DANTAS, 
representatives of Banco do Brasil,  Mr. Luiz Fernando MONCAU, representative of the Getúlio 
Vargas  Foundation,  Mr.  Paulo  PINOTTI,  representative  of  Master  Card,  Mr.  Gerson  ROLIM, 
representative of the Brazilian E-commerce Chamber (Câmara-e Net), Ms. Katia ROSSETTI, Cielo 
e-commerce  manager,  Ms.  Andrea  SANCHEZ  and  Ms.  Adriana  PEREIRA,  representatives  of 
PROCON-SP, Mr. Marcelo SARRALHA, director of Visa, Ms. Fabiana SIVIERO, legal director of 
Google Brasil,  Mr. Guilherme VARELLA, lawyer and representative of the Brazilian Consumer 
Protection Institute (IDEC), Mr.  Luiz COSTA and Márcio SCHUSTERSCHITZ da Silva Araújo, 
Federal  Prosecutors,  Ms.  Milena  Teixeira  GONÇALVES  CASANOVA analyst  of  the  Federal 
Prosecution  Service,  Ms.  Maria  Cristina  NIEVES  RANGEL,  administrative  technician  of  the 
Federal Prosecution Service and Ms. Cecília Marian de BARROS BARTHOLOMEU, intern at the 
Federal Prosecution Service.

 Mr. COSTA welcomed the participants and opened the meeting:
 
 “As  you  are  aware,  the  purpose  of  this  meeting  is  to  know  better  what  are  the  
recommendations  of  United  Nations  Commission  on  International  Trade  Law   regarding  e-
commerce in the world and specially in Brazil.

 With this purpose, please allow me to introduce Mr. CASTELLANI, who is a legal officer of  
UNCITRAL Secretariat. As you know, Mr. CASTELLANI has kindly prepared a paper contributing  
to the discussions on this Forum.

Regarding our purpose, I would like to invite M. CASTELLANI to start his presentation”.

1Mr CASTELLANI attended this meeting by video conference from Vienna, Austria.
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2 – The presentation of the UNCITRAL's contribution to the E-
Commerce Forum

 Mr. CASTELLANI thanked the opportunity for UNCITRAL to interact with the Forum. 

He started with UNCITRAL goals: to promote legal uniformity in the field of international 
trade.  But  electronic commerce is  not  only international,  but  also national.  There  is  no cogent 
reason not to adopt the same guiding principles for any source of electronic transactions. But the 
paramount  goal  is  the adoption of  enabling legislation,  which is  the legislation that  supports  a 
broader use of electronic commerce.

Brazil is the ideal candidate for electronic commerce because it is a large economy, a vast 
country. Of course there are problems of connectivity between one party and the other in electronic 
communications.  He thinks Brazil is a global leader, an excellent candidate to profit fully from the 
use of electronic commerce.

Enabling legislation gives legal validity to electronic transactions. But, at the same time, of 
course, it gives enough flexibility to the parties to change the rules in line with their actual needs.  
He thinks legislation pays too much attention to the protection of the parties, to issues like privacy 
and data retention. However, there are different principles in different legislations.

He thinks  that  it  is  necessary to  establish once and for all  the legal  value of  electronic 
communications.  On  UNCITRAL website,  electronic  communications  are  defined  in  a  broad 
manner. 

He gave the example of SWIFT - interbanking  international transfer system, which is across 
the network, meaning that they have their own contractual rules and operate in every country of the 
world,  including Brazil.  It  is  a  excellent  example  of  a  cross  border  closed  electronic  network, 
because every country has its own national supervised most likely by the central bank. 

With  open  applications,  there  is  the  necessity  to  establish  trust  and  the  validity  to 
communication by statutory instruments, by the law, and not by contractual obligation, because it 
may not be possible to conclude a valid contract before the transaction takes place.

As for security, he gave an example of core regulation, from the US. A bank was found 
negligent because access to the bank account was based on only one level of authentication. It 
means that there was only a password, instead of maybe, an user name and a password, which 
would be already two levels...  or  an user  name and a password, and a  token, with a changing 
number. US does not have strict regulation on electronic commerce, but mostly principles, including 
in the matter of electronic signatures. But the court said that in the banking field, it is established 
practice to provide at least two levels of authentication. As the bank did not adopt the prevailing 
practice in the field, it was considered negligent.

But if  every form of electronic signature must have two levels of authentication,  as Mr. 
CASTELLANI  mentioned  in  his  background  note,  it  could  be  a  problem,  as  one  level  of 
authentication can be enough in certain circumstances, e.g. yahoo or hotmail account.
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He gave an example of how flexibility is important, in order not to prevent the development 
of the market for electronic commerce. If a specific technology is prescribed, everybody who wants  
to use it would be forced to adopt such technology with additional cost, which might not be ideal in  
light of the circumstances.

The notion of electronic communication according to UNCITRAL may encompass also the 
commerce by mobile devices. The definition of general electronic commerce should take care also 
of mobile commerce, except in case that there is the need of specific rules in order to adhere. For 
instance, it  might be much easier to leave the conditions and the terms of a contract which are  
linked to a form on a computer than on a small screen of a mobile phone. Therefore, it is necessary 
to think of a way to make contractual terms available to the consumer when something is offered by 
mobile commerce. But this is a very small technical problem, which does not change the fact that 
90  to  99%  of  the  legislation  applicable  to  mobile  commerce  should  be  the  same  legislation 
applicable to electronic commerce in general. Even if sometimes it is not easy to define mobiles and 
computers - mobiles are getting bigger and computers are getting smaller - the same legislation and 
principles are applicable to all.

After  that  introduction,  he  approached  the  scope  of  what  UNCITRAL  can  offer.  He 
emphasized  that  what  is  international  for  someone,  is  also national.  Is  there  a  reason to  adopt 
different legislation for  national and international electronic communication ? He thinks there is 
not, and that explains his favorable position as for uniformity provisions.

As well as the background note, other 3 texts were prepared. The Convention on the Use of 
Electronic Communications in International Contracts is limited in substantive provisions but it is 
the most  modern.  How can it  help us concretely:  if  it  is  adopted as  a  convention or if  it  also 
transposed at the national level?

The convention and the other two Model Laws, on electronic commerce and the other on 
electronic signatures, have 3 fundamental principles, plus one:

• Non discrimination of electronic communications. It is not possible to say that an electronic 
communication has not legal value just because of its electronic nature.

• Functional equivalence. This one is the key to solve all issues related to previously existing 
formal requirements.  All pieces of legislation have formal requirements which are based on 
paper. This is not because paper is a good support. Everything we can do on paper, we can 
do better electronically. But we are used to paper and we pretend that we can preserve it  
very well. We need to make sure that electronic communication may fulfill the function of 
the paper-based requirement. This is why Model Law set a functional equivalence. 

• Technological neutrality. The law should not prescribe any specific technology. It is a matter 
of practicality because we don´t know which technologies will come up in the next 5 years.  
It is about flexibility.

• The "plus one" principle. For B2B transactions, it is important to leave the parties free to 
decide the rules for commercial transactions. Certain areas are excluded, such as private law, 
family law. People should not get married or divorced by e-mail.  But in the commercial 
field, we work with electronic transferable documents. 
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Then, after that introduction to the topic, he asked for the questions that the participants 
might have about the UNCITRAL background note.
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3 – Discussions

 Mr COSTA opened the discussions for thirty minutes.

There were no questions by the participants.

 Mr COSTA posed the following questions: 

• In your written contribution to this Forum, you wrote that “Specific rules on consumers’ 
protection and on e-government, may be considered; however, caution should be used in order not  
to affect the predictability of the law of electronic commerce and its underpinning main enabling  
principles”.  Do you have some examples about  how specific consumers'  protection rules could 
affect this predictability you mentioned? Could you clarify this point? I would like also to hear you 
about how we could achieve a balance between business laws and those in regards to consumers' 
relations.

• Which  were  the  obstacles  to  e-commerce  that  were  removed  by  the  United  Nations 
Convention?

Mr. CASTELLANI answered the second question first. 

 He gave a practical example which is relevant for Brazil. The UN Convention on Contracts 
for the International Sale of Goods (1980), which is  already adopted by 74 countries, provides 
uniform legislation on international sale of goods. 

The Convention says that contracts for international sale of goods can be concluded in any 
form,  which  means  also  orally.  But  it  is  possible,  at  the  moment  of  ratification,  to  lodge  a 
declaration saying that the country will only recognize written contracts. This was requested by 
socialist  states because of economy;  they wanted to  make sure that  only contracts  which were 
approved by the central authority would actually be enforceable. 

Argentina, Paraguay and Chile required the written form of the contract. If tomorrow there is 
a contract concluded by exchange of e-mails between Paraguay and  Argentina, can the exchange of 
e-mail  be sufficient to satisfy the written form requirement? If there is the adoption of the UN 
Convention on the Use of Electronic Communication in International Contracts, this equivalence is 
explicit.

Obviously, we can get to the same conclusion by judicial interpretation, analogy, applicable 
law, the  New York Convention on the Recognition and Enforcement of Foreign Arbitral Awards. 
But there should be an arbitration agreement in writing and an arbitral award in writing. This is one 
more benefit of the convention, a practical example.

Besides,  he reminded that  the New York Convention on Arbitral  Awards has  today 144 
parties including, of course, Brazil. In case of an amendment, if we would have to go to each one of 
them, we would never manage to get agreement.
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Then, to answer the first question (the balance question), he said that many countries in the 
world  which  are  famous  for  being  effective  in  consumer  protection,  such  as  Australia,  do  not 
develop specific rules for e-commerce.

Australia has no provisions on consumer protection for electronic commerce and they do not 
intend to  adopt  any,  because all  the provisions  on consumer protection which are existing and 
enforceable in general are applicable also to e-commerce. He finds this approach very interesting. Is 
the  consumer properly protected already in  Brazil?  You can  think  of  a  sale  by e-mail  and the 
possibility  to  send  it  back.  Maybe  existing  rules  are  sufficient  or  maybe  they  need  a  little 
complement. The possibility to return the good should be enforced also in the electronic commerce 
field but not necessarily the electronic commerce field requires special rules. Or maybe yes, because 
maybe there is a feeling that some information can be presented in a misleading manner in the 
electronic field. Some defend that there are some things that have to be clarified. We have to see if it 
is really necessary to add more electronic commerce rules or if is there actually a gap which would 
exist also for traditional commerce? Traditional commerce laws are enough? 

After that, he presented a case from the constitutional court of Colombia. There was a case 
in Amparo. It was some sort of administrative appeal. And eventually it went to the constitutional 
court.  The point was that the appeal was submitted by telefax.  Telefax,  under the definition of 
UNCITRAL law,  including the  Model  Law, which  was adopted  by Colombia,  is  an  electronic 
communication. It was the last day to interject the appeal and it was sent after the closing time of 
the office. The Constitutional Court said that even if the communication were sent electronically, it 
should have been sent during business hours. 

However, it is important to think that if we give the possibility to do things electronically, 
then we have to be a little flexible. This is an example of e-governance, dealing with public offices. 
Nobody would have said that in private business. Anyway, we have a rule that previews that the  
message is received when it enters the information system. 

A second round of questions was opened.

Mr. MONCAU asked if technological neutrality relates to Internet neutrality and to the use 
of open standards.

Mr. CASTELLANI said that open standards are often discussed in the context of intellectual 
property. This principle is very practical. On the one hand, we do not encourage the use proprietary 
systems to implement electronic commerce, because this might give a monopoly to someone over 
the use of certain devices. On the other hand, there is a very practical problem. It is extremely 
difficult to get legislator's attention for your proposal and to convince them to approve a law, and it 
is even more difficult if you make it technologically-specific. And then, after two years, you find 
out that the technology was not good, you have to change the parameter and you need to go back to 
the legislator again. 

He emphasized that in certain cases, specific technologies can be prescribed. But law should 
set general standards and work with the functional equivalence for the written form. And then, you 
can adopt a regulation, and that regulation can say that the technology for the time being satisfies 
the standards, subjected to review and updating of the existing technology.
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The  EU Directive on Electronic Signatures defines advanced electronic signature with a 
technological  neutral  description  of  a  digital  signature  based  on a  public  infrastructure,  a  PKI 
certificate. But it does not say PKI. There is an annex that says the advanced signature is fulfilled by 
PKI. They can add another annex when tomorrow, such technology will be more advanced, and it 
will be possible to say that the advanced signature is fulfilled also by this other new technology. 

Then,  Mr. COSTA made one last question, about the technologically-neutral approach that 
some countries use, especially regarding certification and e-signatures. Brazil uses the PKI system, 
but also e-signatures. How to deal, how to balance these two models? In Brazil, we talk a lot about 
PKI but we don´t talk yet about other forms of e-signatures.

Mr. CASTELLANI said that he needed to confirm a piece of information he had about e-
signature legislation in Brazil. He had heard about some 2006 law that seemed to introduce a little  
bit of flexibility in the previous system. But when he read the law he noticed a conversion to what it 
is called two-tier approach. That is to say that everything that may serve to determine the originator 
of an electronic communication can be evaluated by the principle or element of evidence.

Sometimes,  someone tries to deny the legal effects of a contract, to repudiate the contract. 
The individual says "yes, it was me, but the formal element is missing..." The actual issue of the  
originator is a challenge. He says that we need more evidence to substantiate what the electronic 
communication  is  saying,  the  content  of  the  communication,  the  practice,  the  technological 
availability. 

Then, he discussed legal presumption. Where a valid certificate had been used, then we can 
already preview,  that  information  on the  originator,  the  time,  the  place  of  origin.  He gave  the 
example of the "lotus notes", which comes already with the possibility to send a digital certificate. I 
have to click "don't send" if I don't want it. So, if I send an e-mail to the forum, for those who can 
read my certificate, it will be me. But if I leave my computer unattended... We always focus on the 
problem of authentication. We don't focus very much on the problem of control of the signature 
creation device, we don't focus on the problem of identification. I can easily get a digital certificate 
in your name...

He thinks that PKI is excellent in certain cases, but definitely it is not the only answer. He 
said that PKI as a stand alone is not used by business. Businesses use embedded PKI applications. 
People do not even know that the messages are being encrypted because they are encrypted by the 
web-browser. It can be used for e-government. We also have to think what we want to do with e-
government,  but  probably will  not  be  PKI  alone.  We have to  see  PKI  in  the  broader  context. 
Everybody is moving to two-tier approach. Let's not forget that PKI is not the only technology that 
can give us legal presumption. Signatures based on biometrics probably will give us a higher level 
of presumption. Biometrics also has commercial applications.
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4 – Conclusion

To  summarize  what  was  discussed,  Mr.  COSTA listed  the  following  items  from  the 
discussions : the legal value of e-communication, the principle of equivalence, the importance of IT 
infrastructure and open applications,  the role of co-regulation and the importance of flexibility, 
specially as for certification and electronic signatures. He also mentioned the principle regarding 
functional equivalence between e-documents and paper documents, the two-tier approach and PKI-
infrastructure and the existence of other solutions to the development of e-commerce.

Lastly, Mr. COSTA thanked Mr CASTELLANI and all of the participants.

Mr.  CASTELLANI also  thanked for  the  opportunity to  contribute  and reminded  of  the 
availability  of  all  of  the  UNCITRAL texts  in  the  six  official  languages  of  the  UN.  He  also 
mentioned the recent text "Cross Border Recognition of Electronic Signatures" (2007).

 The meeting ended at 3.10 pm.
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