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E-Commerce Forum

1 – Introduction

 E-Commerce Forum takes place in the building of the Federal Prosecution Service in São 
Paulo, on April 15th, 2010 at 3:00 pm.

The participants of this meeting are  Ms. Jane K. WINN, legal officer of the  UNCITRAL 
Secretariat1,  Ms.  Kelli  ANGELIN,  legal  assistant  of  CGI.br,  Ms.  Marina  BERTOCHE, 
representative of B2W – Companhia Global do Varejo, Ms. Charlotte BOGUSZ, representative of 
NIC.br,  Mr.  Marco Aurélio  BRASIL LIMA, representative  of  Brazilian  Chamber  of  Electronic 
Commerce, Ms. Carolina COSTA, representative of Walmart, Ms. Polyanna CARLOS DA SILVA, 
representative of PROTESTE, Mr. Thiago José da CUNHA CARDOSO, attorney of Mercado Livre, 
Mr.  Caio Iadocico de  FARIA LIMA, attorney of Câmara Brasileira de Comércio Eletrônico, Ms. 
Laura FRAGOMENI, representative of MercadoLivre.com (Câmara e-net),  Mr. Guilherme Pedro 
GARCIA XAVIER, business manager of CORREIOS, Ms. Raquel Fortes GATTO, representative of 
NIC.br,  Mr.  Pedro  GUASTI,  president  of  E-bit  –  Information  on  E-Commerce,  Ms.  Estela 
Waksberg GUERRINI, attorney of IDEC, Mr. Victor HAIKAL, attorney from the law firm Patrícia 
Peck Pinheiro Advogados, Ms. Jhane HALABI, from CFLA Advogados/CEG – fipecafi USP, Ms. 
Regina LIMA, Yahoo Law Director,  Sr. Eduardo MAGALHÃES DA COSTA, representative of 
CIELO (ABECS), Ms. Rosely Cristina MARQUES CRUZ, representative of Buscapé, Mr. Luiz 
MONCAU,  of  FGV  –  Rio  de  Janeiro,  Ms.  Carla  MONTELLI,  from  Brazilian  E-commerce 
Chamber, Ms. Marina MORAES, from NeoIntelligence (Buscapé), Sr. Alex do NASCIMENTO, 
representative of Correios, Mr. Leonardo PALHARES, representative of the Brazilian E-commerce 
Chamber,  Mr.  Gustavo PASSARELLI,  law representative  of  ABECS, Mr.  Valdecir  de PAULA, 
representative of Banco do Brasil (ABECS), Ms. Patrícia PECK Pinheiro, attorney from the law 
firm Patrícia Peck Pinheiro Advogados, Ms. Adriana PEREIRA, representative of PROCON-SP, 
Mr. Gerson ROLIM, representative of the Brazilian E-Commerce Chamber, Ms. Katia ROSSETTI, 
Cielo E-Commerce Manager, Ms. Andrea SANCHEZ, representative of PROCON-SP, Sr. Marcelo 
SERRALHA, representative of VISA (ABECS), Mr. Diego SOUZA, attorney and representative of 
Walmart,  Mr.  Luiz  COSTA  and Mr.  Márcio  SCHUSTERSCHITZ  da  Silva  Araújo,  Federal 
Prosecutors, Ms. Milena Teixeira GONÇALVES CASANOVA analyst of the Federal Prosecution 
Service,  Ms.  Maria  Cristina  NIEVES  RANGEL,  administrative  technician  of  the  Federal 
Prosecution Service and Ms. Cecilia Marian de BARROS BARTHOLOMEU, intern at the Federal 
Prosecution Service.

 Mr. COSTA welcomed the participants and opened the meeting:
 

“As you are aware, the purpose of this meeting is to know better about technical standards  
as data protection regulation.

With this purpose, please allow me to introduce Ms Jane K. WINN who is Professor at  
University of Washington School of Law. Ms. Winn is co-director of the Law, Technology &  
Arts Group and Fulbright Scholar, and is a leading international authority on electronic  
commerce law and technological and governance issues surrounding information security.  
Her current research interests include electronic commerce law developments in the United  
States, the European Union, and China. She is coauthor of Law of Electronic Commerce  
and the casebook Electronic Commerce. 

1Ms. Jane K. WINN attended this meeting by video conference from Washington, United States.
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Regarding our purpose, I would like to invite Ms. Jane K. WINN to start her presentation”.

page |4



E-Commerce Forum

2 – The presentation of  Ms. Jane K. WINN

 Ms. WINN presented an overview of her article  Technical  Standards as Data Protection 
Regulation for those who hadn't the chance to read it yet.

There  is  a  good system for  product  safety standards,  for  cross-border  harmonization  of 
standards. But in the world of electronic commerce, that system is not working very well.   

One of the problems is that Internet was built with technical standards for no data protection. 
So,  in  countries  with  high  data  protection,  like  UE countries,  technology doesn't  support  their 
requirements. We have a model in the industrial economy, but we didn't yet move that model to the 
information economy.

Her  paper  says  that  governments  use  technical  data  protection  standards  to  increase 
information privacy. 

Then,  she  talked  about  standards  for  industrial  products,  the  old  system  into  the  new 
economy. There are two issues related to product standards for the industrial economy.

1. The interface between product safety laws and standards
2. Cross-border harmonization

Both of the systems work pretty well. So, for product safety standards, a clear example is the 
boiler, a machine that heats water. Before we had product safety standards, many people were killed 
or injured when water heating boilers blew up. For the domestic economy and for cross-border 
trade, it is completely reasonable for a country to say that all of these boilers have to meet a certain 
safety standard. In the WTO system, the way a country can show that it creates no barriers to trade 
is choosing the ISO standard.

The system in the USA for developing those kinds of standards is very different from the 
systems in every other country in the world. 

When we switch to the information economy, the US system becomes even more different. 
In the industrial economy, it is a medium difference but in the information economy, there is a very 
major difference.

The difference is that in every country around the world, when standards are developed for 
electronic  commerce,  information  privacy,  or  electronic  payments  etc.,  standard  developing 
organizations are normally open and transparent, and there is a public review of the process.

In the US, when standards are developed for electronic commerce, the normal practice is for 
them to be developed by private companies working together. Then, those private companies adopt 
standards and begin to sell the products. That is called consortium standards. These little informal 
groups that develop standards are called consortia.

As for information privacy,  a good example is  the RFID, the radio frequency identifier. 
There was a big controversy in Europe several years ago. Europeans discovered that all  of the 
technology  for  the  RFID  had  been  developed  by  a  consortium.  And  the  standards  for  RFID 
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technology didn't include any privacy features. When private organizations develop standards, they 
focus on profitability and business. They don't normally focus on regulatory obligations. 

So, in the world of information privacy, the global information architecture is mostly being 
built according to the American standards. They are developed by private companies. Then, they get 
adopted by companies around the world.  The standard development  organizations,  which move 
more slowly and have more open and transparent processes, discover that the problem has already 
been solved, before they have a chance to finish it.

The  standard  developing  processes  that  support  information  privacy,  that  support  civil 
society, that support consumers or end users, tend to be very slow. This is how we got the problem 
that we have today - information privacy technology has not been included on the Internet.

If we look at the technical barriers to trade and the situation with the industrial standards,  
we can see a possible solution, which would be all of the countries outside the US (she adds that  
Brazil, in its legal philosophy and information privacy laws, might be closer to European countries 
than  to  US),  such as  European  countries,  Japan,  Brazil,  Mexico,  deciding  to  work  to  develop 
international standards for information privacy, so that they could require information technology 
products sources to comply with information privacy standards. And they would not be in violation 
of the WTO obligations, if they were specifying international standards.

Mr.  COSTA asked an  explanation  about  countries  not  creating  standards  and the  WTO 
system. 

To clarify that point, she gave an example: the XML and open document format conflict. 
Brazilian government might say that they would only buy word processing software that is in open 
international standard. So that would require them to use the open document software from Sun. It 
would not be a violation of Brazil's WTO obligations because the open document format is an ISO 
standard. Brazilian government can specify that. Then, since Microsoft Word does not conform to 
the standard, Microsoft could block imports of Microsoft Word for Brazilian government use. You 
see, you can create a barrier to trade, you are authorized. If Microsoft is a non-standard product, and 
your law requires compliance with the international standard, that is a permissible trade barrier.

Many countries feel worried that the growth of the Internet is hostile to information privacy. 
This is because a lot of technologies and applications are being developed and standardized by 
American  companies.  And  America  has  almost  no  information  privacy  laws.  So,  they  are 
standardizing on the assumption of no privacy rights. And then, individual end users have got their 
products and then countries with strong privacy laws discover that the Internet is incompatible with 
their privacy law. You can fix the problem if you have strong privacy rights standards, like the ISO 
standards.  You can say:  In this  country,  we are  going to  build the  Internet  in  a  way that  it  is  
compatible with strong privacy rights. And you can block imports of technology that don't respect 
privacy rights, and it is permitted by the WTO.

It is a regulatory competition question. The WTO is often associated with the US. The US 
agree to the WTO, so we can force the US to honor international standards or we can exclude their  
products.

With regards to standards, like industrial standards, or ICT standards, you are in compliance 
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with the WTO if it is an international standard. Let's say Brazil wants to have strong information 
privacy rights and decides to follow the European model. European model is about balancing social 
obligations with business interests. If Brazil were concerned about information privacy, there is a 
strategy under trade law. Brazil can have strong information privacy laws in the domestic market 
and they can block imports of technology that do not respect privacy rights, so long as the barriers 
require compliance with recognized international standards.

Step  1  is  to  have  a  public  policy  goal  in  Brazil.  Step  2  is  that  Brazil  only  permits 
international commerce that respects Brazilian policy. The missing piece is that today we don't have 
that standards. 

She mentions in her paper that there are some standards being developed. Who is writing 
standards  for  information  privacy  and  the  Internet?  One  group  is  in  Brussels,  the  European 
Standards Committee. It is like the European ISO – the general standards organization for Europe. 
They have been working on data protection standards. So if they write data protection standards for 
Europe,  and  they  send  those  standards  to  ISO,  and  they  are  recognized,  then  the  Brazilian 
government could also recognize those standards. 

There are two different kinds of technology standards. The first ones are those called hard 
standards. They are the electrical  engineering standards, like wi-fi,  for wireless communication. 
Soft standards are for the behavior of the people who manage the Internet, inside companies, inside 
Internet service providers.

One of her arguments in the paper is that maybe in the future we can have hard standards. 
Right now, today, we don't have that. The only thing we have now are these behavior standards, for 
management of information systems. So, those are standards that might be used to strengthen the 
practical information privacy rights that citizens enjoy.

Another point she makes in the paper is that there is a system in Europe for matching a legal  
requirement with a technical standard. In Europe, this is called “New Approach”. Legislator should 
right the law and the standards organization should right the standards. The connection between 
them should be very narrow. You don't have rigidity, you don't force people to use technology that is 
out-of-date. So, in New Approach, if the directive says your product conforms to the standard, your 
are presumed to comply with the law. The proof is very simple. They introduce proof that they 
comply with the technical standard. In America, we would call that a Safe Harbor. It is an optional  
way to show compliance, it's not a mandatory requirement. But if you choose to comply that way, 
your life is much simpler. It creates a safe harbor and after the directive is final, the Commission 
publishes the standard, which was written by the engineers, in the official journal. If the technology 
changes, the Commission publishes it in the official journal and cancel the old standard, and we 
substitute the new standard. That solves the problem of rigidity. The standard can change over and 
over again. It is a good drafting technique, it is modern legislation.

If an Internet service provider or a software company has their products certified, then we 
assume, we have a presumption that the company or service has complied with the data protection 
law. 

Right  now,  today,  they  didn't  do  it  in  Europe  yet.  In  Europe,  the  only  new  approach 
standards are for industrial products. They didn't move to the information economy yet. There has 
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been a lot of debate about if it would be a good idea and, when they wrote the data protection  
directive,  they decided that technology was not ready. The risk is to enforce people to use old 
technology, if standardized too soon, so when they wrote the 1995 data protection directive, they 
decided not to have standards, because the feeling was that Internet was changing too fast and the 
risks were too great.

UE is  moving in that direction for data protection law. They are trying to move in that 
direction for electronic signatures. So, the problems they had in Europe with the electronic signature 
directive are a good illustration of what happens if you try to make a connection between a law and 
a standard, but you chose the wrong standard. 

  It is because they try to use new approach for new technology before it is mature. So, the 
strategy has costs and benefits.  To be honest,  for industrial  products like hot water boilers,  the 
technology is really simple. That problem doesn't come up with industrial products. So, if it has to  
do with mechanical and electrical engineers, in industrial products, the science is very mature, so 
the risk is not so great. In information economy, the technology is developing all the time, so you 
have to be careful not to push people to adopt an old or wrong technology.

page |8



E-Commerce Forum

3 – Discussions

 Mr COSTA opened the discussions for thirty minutes and posed the following questions: 

• First of all, would you mind telling us about the EU's “New Approach” to standardization 
and about the presumption you mentioned?

Let's talk about an industrial product. If there was an industrial product which was covered 
by a new approach product safety directive and there was a standard. The French manufacturer took 
their product to be tested and it was certified compliant, and then they export it to Italy. Italian 
government tries to block the import. Then, the French company can sue them and when the French 
company makes the complaint, they introduce their certification of compliance. It is not the end of 
the lawsuit, but according to American standards, that should be a very fast lawsuit. The Italian 
government doesn't have many contra-arguments, but, still, it is just a presumption, the judge will 
always have to decide if the product complies with the law. 

You have an idea that the law is in one sphere and the technical standard is in a second 
sphere. And there is this link, which is a formal explicit link but it is limited in scope.

• About the Lisbon Agenda and co-regulation: How can we combine self-regulation and direct 
regulation on data protection? What's your concept of responsive regulation?

The idea of better regulation, or responsive regulation, grew up in the industrial economy 
and mostly it is about environmental protection laws or worker safety laws. It is about regulating 
the industrial economy. 

We can distinguish between two separate types of regulation. There are social regulations, so 
environmental pollution laws are social regulations. They cause high costs on business, and they 
protect society. So, business people hate them! But we force them to comply, for the good of all 
society.

The responsive regulation is about reducing the resistance of business to comply with laws, 
like environmental protection laws.

As  for  any kind  of  safety  regulated  by  the  government,  such  as  workplace  safety,  for 
example, they discovered that, in fact, most private enterprises are acting in good faith and they will 
try to comply with the law. That is true in countries like the US and in Europe. She told that she 
spent a lot time doing research in China, and it is not true in China. It is clearly true for developed 
countries, like Europe, Canada, US. 

If a country, the private sector for profit businesses, want to comply with the law, if it is not 
too hard, the first phase of regulation is to allow business to self-regulate. Allow business people to 
choose the most efficient way to comply. And regulators can discuss that with them. In fact, this is 
very common in  Europe  for  environmental  protection  laws.  The companies  negotiate  with  the 
regulators about ways to reduce pollution and they'll come up with customized solutions.

Data protection is like environmental protection.  It  is a social duty that businesses don't 
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want, but we impose it on them for the benefit of society. Another social duty would be security.  
Those are two social regulation examples for information economy. 

Self-regulation in the world of social regulation is a first step towards compliance with the 
existing laws. The duty of environmental protection is set by the government, just like the duty of 
data protection is set by the government. If you have a strong public mandate for some kind of 
social regulation, you can use self-regulation to make compliance less costly.

The other  kind of  self-regulation is  for  economic benefit.  Economic regulations  include 
competition laws, information disclosure laws. So, when you switch from social regulation, which 
is a heavy duty imposed by the government, to economic regulation, we assume that the parties are 
engaged in voluntary activities. If self-regulation is win-win - if both parties get economic benefits 
from self-regulation - no government oversight is required. 

In  the  information  economy,  credit  card  networks  have  built  global  payment  networks. 
Individual merchants can choose to join the network or not. If they choose to join that network, Visa 
and Master Card, for example, tell them their obligations. That is an example in which there isn't 
any public law. It is private sector, private self-regulation. That is not responsive regulation, there is 
no governmental duty. So, there are two kinds of self-regulation.

The big mistake we made in America was to mix up these two categories. After 10 or 15 
years of market-oriented industry-based self-regulation, nothing happened in America. There are no 
information privacy rights. Information privacy is not a win-win for business. So, in America, we 
made a fundamental error. 

In  her  paper,  she  mentions  that  every  few  year  someone  says:  "What  about  privacy 
enhancing technologies?" That would be a market solution. And then they say: "Can you buy any 
privacy enhancing technologies?" And they answer: "No!".  Privacy enhancing technologies will 
never be the solution, because in the free market, nobody can successfully sell  privacy enhancing 
technologies. So, if not to use self-regulation in e-commerce, the first question you have to ask is: 
"Is this fundamentally a social regulation problem or is it fundamentally an economic regulation 
problem?" If  it  is  fundamentally an economic  regulation  problem, then the government  cannot 
deprive the private sector of building its regulatory system, and just monitor for competition law 
violations,  for  fraud violations.  The duty of  the government  is  less.  If  it  is  a  social  regulation 
situation, the government has to clarify the duties of the business and the government has to be 
ready to take enforcement action. Then, the private sector can build self-regulatory systems to lower 
their regulatory burden, to make compliance cheaper.

• I would also like to hear you talk about the position of developing countries as for technical 
standards, social and economic regulations.

In Brazil, there are two groups that are relevant for standards. One group is of the private 
enterprises that are in the information economy. She said she had the impression that Brazil has a 
pretty well developed ICT sector. The logical strategy for those companies is: they should send a 
representative to the US. Companies in Brazil can solve the global standards problem by joining the 
American system, one company at a time. 

page |10



E-Commerce Forum

In Europe, let's consider the leading high-tech companies: Philips in Holland and Siemens in 
Germany. Whenever the Americans standardize a new technology,  there is  always an employee 
from Philips and an employee from Siemens at the meeting. So, it is mostly US companies, but also 
from Japan. In the meeting, individual companies from all around the world come. That is a private 
solution that protects the profits of private Brazilian companies.

UE wants open and transparent standard developing. They want civil society groups to be 
represented, they want compliance with social regulation, like data protection laws included in the 
standard. That will never happen in the US. They want the European standards to be more widely 
adopted, so the European strategy is to take 10 high-tech companies from around the world - IBM, 
Hewlett-Packard,  Microsoft,  Intel,  Sony,  Toshiba,  Ericsson,  Nokia  and  Siemens  -  to  write  a 
standard. 

They can say that this is not a recognized international standard for WTO purposes, because 
that standard developing was closed. They didn't have representatives of civil society... They didn't 
have  representatives  of  developing  countries...  they  didn't  have  representatives  of  small  and 
medium-sized businesses. They were not developed in an open and transparent way, they were not 
focused  on the  public  and  private  interests.  The  way American  companies  standardizes  is  not 
working nice for WTO purposes.

If  you have good standards  in  Europe,  you could say that  you require  compliance with 
European  standards  and  there  is  no  violation  of  trade  law.  Europeans  are  trying  to  be  open,  
transparent.

Which  process  is  easier  for  developing  countries?  The  European,  it  is  obvious!  If  the 
developing  countries  partner  with  the  Europeans,  they  have  the  strategy  to  block  exports  of 
American private enterprise market-based technologies.

Then, she started to explain the open document format controversy. Open document format 
wasn't a true open international standard and it was recognized by ISO. Many developing countries 
around the world have open standards defined by ISO. The only product that met that was the open 
document format. And then governments around the world could say to Microsoft: "we are not not 
going to buy your products". The leading global proprietary company will not be able to sell to 
government, and those governments will not be violating the WTO.

Microsoft wrote a 6,000 pages long document called “Open Office XML standard”, and they 
submitted  it  to  ISO.  All  of  the  neutral  people  defined  that  document  describing  proprietary 
technology as “not a standard”. One year later, when the ISO Committee met a second time, all of 
the members of the ISO Committee were very shocked to see a bunch of new people who went to  
the meeting.  And all of the new people, who had never attended to a meeting before, they voted in 
favor of that Microsoft document. They got new voters. So, because the total number of voters was 
different the second time, Microsoft was approved the second time.

After that, there were several countries - one was South Africa, one was Brazil, and maybe 
the third one was Malaysia -  that filed a protest  with ISO, saying that this  was not how ISO 
Committee should work, that this was not open and transparent. But they lost their appeal. They 
tried to have the votes canceled, but they lost. 
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Europeans are trying to strengthen the basic ISO processes so that they can't be manipulated, 
so that they really are open, transparent and fair. UE and the developing countries share a common 
interest.

For trade law purposes, it is important that high-tech companies in Brazil are happy to work 
directly with the American companies. The public interest and the private interest in standards are 
sometimes the same and sometimes they are different. 
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4 – Conclusion

To  summarize  what  was  discussed,  Mr.  COSTA listed  the  following  items  from  the 
discussions: the compliance with international standards and the WTO, the new approach and the 
logic between the creation of law and creation of standards, the responsive regulation, the social 
regulation and the example of open document format.

 Mr.  COSTA also presented an overview of the E-commerce Forum. He told that  Brazil 
doesn't have legislation on e-commerce, just something on certification and electronic signatures 
and something on cyber crime. Self-regulation is quite crude. He told Ms. WINN that the Forum 
searches  try  to  reach  consensus  on  communication  and  electronic  signatures,  liability  in  e-
commerce,  and  on  some  special  subjects  likes  the  selling  of  tobacco,  alcohol  etc.  One  of  its 
objectives is to prepare a statement on e-commerce principles.

  Lastly, Mr. COSTA thanked Ms. Jane K. WINN and all of the participants.

 The meeting ended at 4:35 pm.
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