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I. Introduction 
 
1. The United Nations Commission on International Trade Law (UNCITRAL, or 

the Commission) was established by the United Nations General Assembly in 
1966 with a mandate to promote the progressive harmonization and unification 
of international trade law.1 Thus, the Commission is the core legal body of the 
United Nations system in this field. It has 60 member States, elected every six 
years by the United Nations General Assembly. Recently, Brazil has been again 
elected as a member of UNCITRAL and will begin its new term on 21 June 
2010.2  

 
2. The work of UNCITRAL has resulted in a number of texts dealing with: 

procurement, international arbitration and conciliation, international sale of 
goods, electronic commerce, insolvency law, transport law, security interests, and 
international payments. UNCITRAL texts are negotiated with universal 
participation and reflect a careful balance of national, regional, economic, legal 
and other interests. In particular, they are drafted with a view to ensure their 
compatibility with different legal traditions. 

 
3. UNCITRAL texts may come in the form of conventions, model laws or 

legislative guides. Their adoption could bring benefits both at the domestic level, 
by modernizing the relevant legislation, and at the international level, since the 
enacting country would share uniform rules with a number of commercial 
partners, thus improving the predictability of the applicable law in cross-border 
transactions and reducing related costs. 

 
4. At a policy level, UNCITRAL texts may significantly contribute to building an 

open trading and financial system that is rule-based, predictable and non-
discriminatory, supporting good governance, development and poverty reduction. 
Thus, UNCITRAL texts are instrumental to the achievement of the United 
Nations Millennium Development Goals, and, in particular, of Goal 8, fostering a 
global partnership for development. 

 
5. This note provides an overview of UNCITRAL texts relating to electronic 

commerce. This information is provided with a view to contributing to the on-
going work of the Brazilian “Fórum do comércio eletrônico”. In particular, 
UNCITRAL texts may provide legislative provisions on the use of electronic 
communications, electronic contracting and electronic signatures (see section 
2.1.2 of the reference document of the Forum) in line with the prevailing trends 
in regional and global economic integration.3  

                                                 
1
 UN General Assembly Resolution 2205(XXI) of 17 December 1966. 

2
 Brazil has previously been elected as a member State from 1968 to 1989 and from 1995 to 2007. 

3
 For the status of e-commerce integration in Latin America, see, in particular, Conferencia de las 

Naciones Unidas sobre Comercio y Desarrollo (CNUCED – UNCTAD), Estudio sobre las perspectivas 
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II. UNCITRAL electronic commerce texts to be considered for adoption or 
enactment 

 
6. Business practice witnesses a steady increase in the use of electronic means. A 

wide array of different technologies, ranging from web-based applications to 
emails, instant messaging and mobile devices, are used daily to conduct business 
transactions. A modern legal environment is needed to address the issues raised 
by the electronic nature of these technologies and to avoid obstacles to their use 
arising from laws and regulations drafted prior to their development. 
 

7. Moreover, electronic transactions are relevant in a number of different legal fields, 
all of them calling for framework legislation. For instance, public procurement 
conducted with electronic means is seen as an important element in streamlining 
procurement processes and increasing their transparency and efficiency. Thus, 
the adoption of a general law on electronic transactions may be a requirement for 
improving e-governance. In a different field, an efficient system to manage 
security interests has often been identified as a major step to support the 
development of  credit markets, which is, in turn, key to economic success. The 
introduction of electronic registries may be a manner of addressing this need. 
Again, such registries would require an enabling legislative framework for 
electronic transactions. 

 
8. Electronic transactions between professionals (business to business or B2B) 

typically lead the expansion of electronic commerce. Transaction with   
governmental entities and with consumers usually follow this expansion. Hence, 
it is important to adopt rules on the exchange of electronic communications 
common to all types of transactions. Specific rules on consumers’ protection and 
on e-government, may be considered; however, caution should be used in order 
not to affect the predictability of the law of electronic commerce and its 
underpinning main enabling principles. 

 
9. From the legal standpoint, it is important to draw a distinction between those 

rules that may be agreed upon by the parties, and those which are set by the law. 
In systems that provide access to a limited number of pre-selected customers 
(“closed systems”, such as electronic data interchange – EDI), the possibility to 
obtain the preliminary consent to contractual agreements may provide an 
adequate legal framework for electronic communications. However, as electronic 
transactions are increasingly taking place on open platforms accessible to a 
virtually endless number of parties, such as the Internet, the need for an enabling  
legislative framework is reinforced. 

 
10. Ideally, modern legislation should address a number of issues. In particular, it 

should establish that electronic transactions shall not be discriminated against 
solely because of their nature; that, under certain conditions, the legal value of 
electronic transactions shall be equivalent to that of other forms of 
communication, such as paper-based ones, without having to review every single 

                                                                                                                                            
de la armonización de la ciberlegislación en América Latina (Nueva York y Ginebra, Junio de 2009), 

available online at http://www.unctad.org/sp/docs//webdtlktcd20091_sp.pdf  



 - 3 - 

piece of existing legislation establishing formal requirements; that the law should 
be flexible enough to address all existing technologies, and those that will be 
developed in the years to come. These needs are embodied, respectively, in the 
principle of non-discrimination, the principle of functional equivalence and the 
principle of technological neutrality which are widely regarded as the funding 
elements of modern electronic commerce law. 

 
11. Electronic transactions may greatly improve domestic trade; however, they are 

even more important for cross-border trade. Therefore, it is desirable to apply 
the same set of rules to national and international communications. This would 
also avoid issues relating to ascertaining the exact location of the parties to 
establish the applicable law, an investigation that might result difficult in practice 
given the common use of mobile devices. 

 
12. UNCITRAL has prepared widely-adopted legislative texts in the field of 

electronic commerce, thus paving the way to its wider use in support of trade 
worldwide.4 These texts include: the United Nations Convention on the Use of 
Electronic Communications in International Contracts; the UNCITRAL Model 
Law on Electronic Commerce and the UNCITRAL Model Law on Electronic 
Signatures. The adoption of legislation based on these three UNCITRAL texts 
could provide a country with a comprehensive general framework for the use of 
electronic transactions in commercial operations. 

 
13. Moreover, legislation based on UNCITRAL texts may also find application 

outside the trade field. For instance, art. 14 of the Electronic Communications 
Convention, on input errors made by humans interacting with automated 
message systems, might fulfil also a consumer protection function. 

 
1. United Nations Convention on the Use of Electronic Communications in 
International Contracts 
 

14. The most recent text prepared by UNCITRAL in the field of electronic 
commerce is the United Nations Convention on the Use of Electronic 
Communications in International Contracts, 2005 (Electronic Communications 
Convention). The Electronic Communications Convention aims to enhance legal 
certainty and commercial predictability where electronic communications are 
used in relation to international contracts by providing core uniform legislation 
based on UNCITRAL principles and previous relevant texts.  

 
15. The Electronic Communications Convention satisfies several goals: it removes 

obstacles to the use of electronic transactions arising from provisions contained 
in treaties adopted before the rise of electronic commerce; it modernizes certain 
provisions contained in older UNCITRAL texts and ensures that they are 
uniformly implemented and interpreted; finally, when applied also to domestic 
transaction, it provides a blueprint for those countries lacking legislation on 
electronic commerce as it contains the basic rules for the use of electronic 
transactions both nationally and internationally. 

 

                                                 
4
 Information on the UNCITRAL texts on electronic commerce is available on the UNCITRAL website 

at: http://www.uncitral.org/uncitral/en/uncitral_texts/electronic_commerce.html (in the English 

language; the same content is available also in Arabic, Chinese, French, Russian and Spanish). 
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16. With respect to substantive rules, the Electronic Communications Convention 
addresses the determination of a party’s location in an electronic environment; 
the time and place of dispatch and receipt of electronic communications; the use 
of automated message systems for contract formation; and the criteria to be used 
for establishing functional equivalence between electronic communications and 
paper documents – including “original” paper documents – as well as between 
electronic authentication methods and hand-written signatures. It also contains a 
provision on input errors made by natural persons in electronic communications. 

 
2. UNCITRAL Model Law on Electronic Commerce 
 

17. The UNCITRAL Model Law on Electronic Commerce, 1996, with additional 
article 5 bis as adopted in 1998 (MLEC), was the first legislative text embodying 
the fundamental principles of non-discrimination, of functional equivalence and 
of technological neutrality. Thus, it established the conditions for equivalence 
between electronic data messages and paper-based concepts such as “writing”, 
“signature” and “original”. It also established rules for the formation and validity 
of contracts concluded with electronic means, for the attribution of data 
messages. The MLEC has been adopted in at least some 40 jurisdictions. 

 
3. UNCITRAL Model Law on Electronic Signatures 
 

18. The UNCITRAL Model Law on Electronic Signatures, 2001 (MLES), aims at 
bringing additional legal certainty to the use of electronic signatures by 
establishing criteria for the equivalence of electronic and hand-written signatures. 
The MLES follows a technology-neutral approach, which avoids favouring the 
use of any specific technical product. This means in practice that legislation based 
on this Model Law may recognize both digital signatures based on cryptography 
(such as public key infrastructure – PKI) and electronic signatures relying on 
other technologies. It further establishes basic rules of conduct that may serve as 
guidelines for assessing possible responsibilities and liabilities for the signatory, 
the relying party and trusted third parties intervening in the signature process. 
Finally, the Model Law contains provisions favouring the recognition of foreign 
certificates and electronic signatures based on a principle of substantive 
equivalence that disregards the place of origin of the foreign signature. 

 
  

III. Current status of Brazil’s legislation on electronic commerce  
 

19. Brazil has adopted some legislation on the use of electronic communications and 
electronic signatures. In particular, Brazil has first passed legislation to establish a 
Public Key Infrastructure based on a hierarchical approach, where the 
infrastructure is controlled through a public root certificate authority. 5  That 
legislation provides legal recognition only to PKI-based signatures. (“digital 
signatures”). The Brazilian Supreme Court subsequently confirmed this view. 
This approach provides very high security; however, it does not allow for 
flexibility that is required by commercial transactions, and might lead to 

                                                 
5
 Medida Provisória No 2.200-2, de 24 de agosto de 2001, available at 

http://www.planalto.gov.br/ccivil_03/MPV/Antigas_2001/2200-2.htm  
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repudiation of electronic communications that would be otherwise valid, thus 
creating uncertainty in trade.  

 
20. More recently, Brazil has adopted additional legislation in the context of an effort 

to streamline the judicial process by allowing electronic filing. 6  According to 
commentators, article 11 of the law 11.419 seems to provide legal validity to all 
forms of electronic signatures and a higher level of legal recognition to qualified 
signatures (so-called “two-tier approach”).7 If this interpretation is supported by 
judicial practice, it might address certain issues occurring, for instance, when the 
legal validity of an exchange of emails not certified with a PKI-based certificate 
would be challenged by a party not denying authorship of the electronic 
communication, but only objecting to  lack of formal requirements. The same 
legislation seems to provide a basis for recognition of all electronic 
communications, though the burden of proof would remain with the party 
presenting the evidence. However, other issues relevant to electronic contracting, 
such as formation of contract, seem yet to lack any legislative treatment. 

 
  

IV. Recommendations 
 

21. The above analysis shows that Brazil has made steps towards the adoption of 
modern and efficient laws for electronic commerce. However, its legislative 
framework seems fragmentary, and a more flexible approach to the matter in 
support of further expansion of the use of electronic means might be desirable. 

 
22. Therefore, Brazil might wish to consider carefully the adoption of UNCITRAL 

texts, starting with the Electronic Communications Convention. As these texts 
are considered global standards, any deviation should be carefully weighed 
against the disadvantages that lack of uniformity may bring.  

 
23. The UNCITRAL secretariat remains at disposal to provide further assistance as 

appropriate.  

                                                 
6
 Lei 11.419, de 19 de dezembro de 2006, available at http://www.planalto.gov.br/ccivil_03/_ato2004-

2006/2006/lei/l11419.htm . 
7
 C.A. Rohrmann, J.S. Albergaria Neto, Digital Evidence in Brazil, Digital Evidence and Electronic 

Signature Law Review, n. 5, October 2008, pp. 21-28, at 27. 


